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1.
Introduction

This Tdoc proposes editor's notes to subclauses in TR 24.801 for text that are to be moved to TS 24.302

2.
Proposal 

first change to 24.801
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Access to the EPC via non-3GPP access networks


Editor's note: The contents of this subclause have been moved to 3GPP TS 24.302 [x1]. Therefore this subclause is discontinued and no longer updated.
7.1
General

Editor's note: This subclause will contain general information about the access to the EPC via non-3GPP access networks. Among other things this subclause will specify criteria that need to be fulfilled (e.g. with regard to the authentication and authorization procedure) to consider a non-3GPP access network as trusted or untrusted.

Editor's note: The definition of "trusted" and "untrusted" access network is FFS.

7.2
Access authentication and authorization in a trusted non-3GPP access network
Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to a trusted non-3GPP access network (reference point S2a or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

7.2.1
General

Editor's note: This subclause will contain general information about the access to the EPC via trusted non-3GPP access networks.

7.2.2
UE procedures

7.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Ta* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP TR 29.803 [13]. 

7.3
Access authentication and authorization and tunnel management in an untrusted non-3GPP access network
Editor's note: This subclause will contain a description of the access authentication and authorization procedures and tunnel management procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c).

7.3.1
General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.3.3.2.1 and shall initiate the IPsec tunnel establishment procedure as described in subclause 7.3.3.2.2.

7.3.2
Access authentication and authorization

Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

7.3.2.1
General

Authentication signalling for untrusted non-3GPP access to the EPC shall be executed between the UE and the 3GPP AAA server in the EPC to ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [26].

Editor's note: The choice of an authentication protocol is FFS.

7.3.2.2
UE procedures

7.3.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Wa* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP 3GPP TR 29.803 [13].

7.3.3
Tunnel management procedures

Editor's note: This subclause will describe the tunnel management procedures. Section 8 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause. The need of additional procedures or parameters is FFS.

7.3.3.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel (see IETF RFC 4301 [27]) established via an IKEv2 protocol exchange [8] between the UE and the ePDG. The UE may indicate support for MOBIKE [28]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [9].

7.3.3.2
UE procedures

7.3.3.2.1
Selection of the ePDG

The UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG.

The procedure used by the UE to select an ePDG is the same as the procedure described in 3GPP TS 24.234 [14] for the selection of the PDG.

When building a Fully Qualified Domain Name (FQDN) for the DNS request, the UE shall include both W-APN Network Identifier (NI) and W-APN Operator Identifier (OI). If the user did not provide a value for W-APN OI, then the UE shall use the HPLMN ID or VPLMN ID as the W-APN OI, depending on internal configuration. The structure of the W-APN is defined in 3GPP TS 23.003 [7].

In roaming case, if the UE has selected VPLMN ID for W-APN Operator Identifier (OI) and the DNS query fails, the UE shall build an FQDN with W-APN Operator Identifier (OI) set to HPLMN ID and shall perform a new DNS query to resolve the W-APN.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address.

7.3.3.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [8].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address.The IKE_AUTH request message shall contain in "IDr" payload the W-APN that was used in the DNS query for ePDG selection and in the "IDi" payload the NAI. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

7.3.3.2.3
Tunnel modification

This procedure is used if MOBIKE as defined in IETF RFC 4555 [28] is supported by the UE.

When there is a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.

7.3.3.3
3GPP AAA server procedures

7.3.3.4
ePDG procedures

7.3.3.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is the same as described in 3GPP TS 33.234 [9].

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG.

Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

7.3.3.4.2
Tunnel modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.
end of next change to 24.801
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9.3.2
IP mobility mode selection

Editor's note: The contents of this subclause have been moved to 3GPP TS 24.302 [x1]. Therefore this subclause is discontinued and no longer updated.
9.3.2.1
General

The purpose of the IP mobility mode selection procedure is to select the mobility protocol, namely DSMIPv6 or PMIPv6, when the UE moves from 3GPP system to non-3GPP system. 

Editor's note: it is FFS whether the IP mobility mode section procedure is also needed when the UE moves from non-3GPP system to 3GPP system

end of next change to 24.801




4.
Proposal for text in TS 24.302
change to 24.302
6.
UE – EPC Network protocols
Editor's note:
The subclauses of this main clause deals with the UE – EPC protocol specifics. However care will be taken to ensure no duplication of protocol specification is done here for what applies and is done in the SDOs that specify protocol signalling towards their non-3GPP access. Instead references will be made to the specifications of those SDOs. What must be covered here are the 3GPP specifics.
6.1
General
6.2
Trusted and Untrusted Accesses
Editor's note:
This subclause details what is needed and has to be done by the UE to determine and conclude on whether to attempt trusted or untrusted access.
6.3
IP Mobility Mode Selection
Editor's note:
This subclause describes the IP mobility mode selection process. In particular this subclause needs to cover the information needed and who shall provide such information and at what point in time. The criteria on which IP Mobility Mode is selected shall also be described.
Editor's note:
IP mobility mode selection for the untrusted access take place as part of tunnel establishment by UE to ePDG. As such IP mobility mode selection for untrusted access needs to be described within main clause 7. Where within main clause 7 this has to covered needs to be further considered.
6.4
Access authentication and authorisation in a trusted non-3GPP access network (Generic)
Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to a trusted non-3GPP access network (reference point S2a or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

6.4.1
General

Editor's note: This subclause will contain general information about the access to the EPC via trusted non-3GPP access networks.

6.4.2
UE procedures

6.4.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Ta* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP TR 29.803 [13]. 

6.5
Access authentication and authorisation in an untrusted non-3GPP access network(Generic)
Editor's note: This subclause will contain a description of the access authentication and authorization procedures and tunnel management procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c).

6.5.1
General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.3.3.2.1 and shall initiate the IPsec tunnel establishment procedure as described in subclause 7.3.3.2.2.

6.5.2
Access authentication and authorization

Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

6.5.2.1
General

Authentication signalling for untrusted non-3GPP access to the EPC shall be executed between the UE and the 3GPP AAA server in the EPC to ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [26].

Editor's note: The choice of an authentication protocol is FFS.

6.5.2.2
UE procedures

6.5.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Wa* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP 3GPP TR 29.803 [13].

6.6
UE - 3GPP EPC (3GPP2 Access)

Editor's note:
This clause and its subclauses is for detailing the protocols needs for 3GPP2. There is no intention to duplicate what, for the terminal to 3GPP2 access network, is done in other SDOs eg. 3GPP2. The intention is to detail the exceptions and the additions needed for the UE to access and obtain services in EPC via that specific non-3GPP access.
6.6.1
General

6.6.2
Non-emergency case

6.6.3
Emergency case
6.7
UE - 3GPP EPC (WiMAX Access)
Editor's note:
This clause and its subclauses is for detailing the protocols needs for WiMAX. There is no intention to duplicate what, for the terminal to WiMAX access network, is done in other SDOs eg. IEEE. The intention is to detail the exceptions and the additions needed for the UE to access and obtain services in EPC via that specific non-3GPP access.
6.7.1
General

6.7.2
Non-emergency case

6.7.3
Emergency case
6.8
Communication over the Sx
Editor's note:
This subclause will detail all the communications between UE and EPC over the Sx interface. The scope of this communication will be driven by what is the Stage 2.

6.8.1
General

6.8.2
Interaction with the Access Network Discovery and Selection Function

Editor's note:
This subclause will detail the protocol interactions between UE and the ANDSF over the Sx interface in trusted and untrusted non-3GPP accesses.

7
Tunnel management procedures
Editor's note:
This main clause and its subclause shall detail the tunnel management procedures and protocol for the access tunnel to the access network. In this subclauses only untrusted accesses shall be considered. Section 8 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause. The need of additional procedures or parameters is FFS.







7.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel (see IETF RFC 4301 [27]) established via an IKEv2 protocol exchange [8] between the UE and the ePDG. The UE may indicate support for MOBIKE [28]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [9].

7.2
UE procedures

7.2.1
Selection of the ePDG

The UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG.

The procedure used by the UE to select an ePDG is the same as the procedure described in 3GPP TS 24.234 [14] for the selection of the PDG.

When building a Fully Qualified Domain Name (FQDN) for the DNS request, the UE shall include both W-APN Network Identifier (NI) and W-APN Operator Identifier (OI). If the user did not provide a value for W-APN OI, then the UE shall use the HPLMN ID or VPLMN ID as the W-APN OI, depending on internal configuration. The structure of the W-APN is defined in 3GPP TS 23.003 [7].

In roaming case, if the UE has selected VPLMN ID for W-APN Operator Identifier (OI) and the DNS query fails, the UE shall build an FQDN with W-APN Operator Identifier (OI) set to HPLMN ID and shall perform a new DNS query to resolve the W-APN.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address.

7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [8].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address.The IKE_AUTH request message shall contain in "IDr" payload the W-APN that was used in the DNS query for ePDG selection and in the "IDi" payload the NAI. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

7.2.3
Tunnel modification

This procedure is used if MOBIKE as defined in IETF RFC 4555 [28] is supported by the UE.

When there is a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.

7.3
3GPP AAA server procedures

7.4
ePDG procedures

7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is the same as described in 3GPP TS 33.234 [9].

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG.

Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

7.4.2
Tunnel modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.

end of change to 24.hkl
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